


Question 7: In what ways, if any, could the proposed guidance be revised to better address challenges a
banking organization may face in negotiating some third-party contracts?

Obligations regarding resellers

Banks purchase certain services and products — which often have a software component — from resellers.
During contract negotiations, resellers will sometimes attempt to eliminate or limit certain contractual
obligations intended to manage banks’ risk exposure (¢.g. the ability to audit, indemnification, etc.) on the
basis that such obligations do not comport with the underlying agreement they have with the service provider
or product manufacturer. In many cases, resellers are unwilling or purportedly contractually prohibited from
revealing the terms of the underlying agreement. In such instances, banks must choose whether to accept the
risk, manage the risk in some other way, or find replacement products or services from other sources.

Simmons proposes that the Regulators clarify how and to what degree the Proposed Guidance applies to
resellers. In particular, a clear statement concerning resellers and the fourth-party service providers or
manufacturers would promote transparency by resellers and facilitate better risk management by banks.

Regulators’ authority to supervise third-party service providers

Simmons proposes that the Regulators supplement the discussion of their statutory authority to supervise
certain third-party servicers that enter contractual arrangements with regulated financial institutions.
Footnote 19 to the Proposed Guidance notes that: “The agencies generally have the authority to examine and
to regulate banking-related functions or operations performed by third parties for a banking organization to
the same extent as if they were performed by the banking organization itself. See 12 U.S.C. 1464(d)(7)(D)
and 1867(c)(1).”

It is our experience that the Regulators™ authority in this regard is sometimes misunderstood by service
providers; particularly by those service providers that may not provide services primarily to financial
institutions. When fully grasped, however, it can be useful in discussions with third-party service providers
and help manage risk in accordance with the principles set out in the Proposed Guidance. We therefore
suggest that the Regulators emphasize this point with greater prominence.

Question 18: To what extent should the concepts discussed in the OCC’s 2020 FAQs be incorporated into
the guidance? What would be the best way to incorporate the concepts?

Cloud computing service providers

Simmons proposes that the Regulators include question 3 of the FAQs in the Proposed Guidance, which
outlines third-party risk management expectations when conducting business with a cloud computing service
provider. Increasingly, banks are relying on cloud computing for information technology infrastructure and
services; cloud service providers are not always as familiar as certain other vendors with the regulatory
expectations for risk management applicable to banks. Including FAQ 3 as well as the related discussion of
audits of cloud service providers in FAQ 14 will help banks communicate these expectations.

Fintech Companies

Simmons suggests that the discussion of issues related to Fintech companies be included in the Proposed
Guidance. Services provided by Fintech companies will continue to be an important way in which banks
supplement conventional banking services and provide new ways for customers to engage with their banks
and their money. Emerging technologies and novel applications of existing technologies are sometimes
driven by unseasoned startups which, as the FAQs note, cannot always provide the same level of financial
and other due diligence information as more established service providers. Given our expectation that






